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A proper assessment of maritime security risks at the national level is crucial to a national maritime
security plan (NMSP) in order to secure the concerned country’s ports, vessels and territorial sea. Thus,
the importance of implementing a national maritime security assessment (NMSA) to counter security
threats and ensure the continuity of national and international trade. The most important set of inter-
national regulations concerning maritime security is the International Ship and Port Facility Security
(ISPS) Code, which includes revision, approval and control of compliance of the Port Facility Security
Plan (PFSP), which shall be based upon the Port Facility Security Assessment (PFSA). This paper pro-
poses a mathematical dynamic model that calculates in real time the residual risk for the whole country
and each of its ports by adapting and expanding the formula and procedures established in the Code,
which since it has already been implemented around the world, gives the opportunity to take advantage
of this quantitative solution to administrate maritime security risks on a nation-wide basis and create
an effective national maritime security plan, which would allow the concerned authorities to improve
situational awareness and adapt to security changes through a better planning of human, economic and
material resources to deter security threats. The model was tested with the use of five encoded cate-
gories as countries, each of them with three ports, which encompassed three port facilities. The results
indicate that this methodology is easy to implement and widespread use of that model could strength
robustness in national security. .
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1. Introduction.

This research effort builds upon a PhD dissertation, which
was focused on the subject of “Building a National Maritime
Security Policy” (Nordfjeld Avila-Zúñiga, 2018) and a certain
number of articles related to this doctoral study strongly asso-
ciated to maritime and port security.

Despite the increasing number of incidents related to mar-
itime terrorism at sea, piracy and other types of transnational
crimes at sea, there is no consensus for a common universal
definition of the maritime security concept. Not even the In-
ternational Maritime Organization (IMO) has provided a clear
definition of the term. Some researchers focus on the absence
of security threats in the maritime sector, while other authors
emphasise the establishment of security measures and the well-
functioning of the rule of law to manage risks at sea. Mejia
(2007) define maritime security is “the state of being free from
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the threat of unlawful acts such as piracy, armed robbery, ter-
rorism or any other form of violence against ships crews, pas-
sengers, port facilities, offshore installations and other targets
at sea or coastal areas”. However, it is worth highlighting that
in reality there is not one port in the world that can be declared
completely free of security threats. On the positive side, the
International Maritime Organisation (IMO) has established a
legal and regulatory framework for international cooperation in
an effort to make maritime transport of goods and passengers
as secure as possible, including the mandatory implementation
of risk management instruments through the International Ship
and Port Facility Security (ISPS) Code. Yet, the concrete ac-
tions for managing risks and deterrence actions must be in ac-
cordance with the national maritime security policy for the re-
spective state.

Undoubtedly, to build an effective national maritime secu-
rity policy (NMSP), the relevant country must establish a na-
tional strategy for maritime security first, which must include
the development and implementation of a national maritime se-
curity plan (NMSP) to support such strategy and the respective
threat deterrence actions; restoring passenger and cargo flow,
including container cargo, as soon as possible, in the event of
an attack or a disruptive event should be a high priority action.
However, this plan must be developed based on a national mar-
itime security assessment (NMSA), which must calculate the
residual risk related to security threats such as piracy, armed
robbery, terrorism, sabotage, illegal transportation of drugs and
weapons or any other violent and illegal act against ports, port
facilities, ships, crews, passengers, service providers, offshore
installations, and other targets in their territorial sea or in the
coastal areas.

It is not a coincidence that the United States of America has
already developed and implemented a National Plan to Achieve
Maritime Domain Awareness (MDA), which includes near-term
and long-term objectives, a required program and resource im-
plications, and recommendations for organizational or policy
changes, to support the National Strategy for Maritime Secu-
rity, as directed by National Security Presidential Directive-
41/Homeland Security Presidential Directive-13 (Homeland Se-
curity of the United Sates, 2022).

Maritime Domain Awareness (MDA), has been defined as
“the effective understanding of anything associated with the
global maritime domain that could impact the security, safety,
economy, or environment (of the United States)” by the Mar-
itime Security Policy Coordinating Committee Of The U.S.,
(2005). This very same definition has been applied by the Cen-
tre of Excellence for Operations in Confined and Shallow Wa-
ters from the North Atlantic Treaty Organization, from NATO
(2013), to describe the concept of Maritime Situational Aware-
ness. Though Nordfjeld Ávila-Zúñiga, A.; Dalaklis, D.; Mejia
Jr, M. Q. & Neri (2021), defined Maritime Security Awareness
as “the effective understanding of any aspect related to the mar-
itime domain that can affect the security of ports, ports facili-
ties, its stakeholders and users, ships and its crews; along with
the territorial sea and international waters, including the ma-
rine environment, as the key element for a proactive and effi-
cient response against maritime security threats”. These authors

emphasised the importance to distinguish between Maritime
Security Awareness (MSA) and Maritime Domain Awareness
(MDA). The latter concept is wider and includes aspects related
to maritime safety, which are commonly excluded in the mar-
itime security discipline; they also highlighted their concerns
about this fusion, which might complicate consciousness of se-
curity risks and intensify current lack of knowledge about types
of security incidents versus safety accidents or the so called
safety near-misses.

In any case, it is crucial to separate maritime safety issues
from maritime security in the maritime and port security na-
tional strategy and respective plan. Kenneth (2009), correctly
pointed out that “the evolution of organized security processes
in the maritime sector can be understood as a product of increas-
ing governmental and commercial concerns about the criminal
exploitation of seaports, [. . . ] and the rising threat of global
terrorism”, while Rudner (2009), included maritime ports as
part of the “Critical National Infrastructure” and highlighted the
need for a national security and strategy plan for the protection
of Canada’s critical national infrastructure against exogenous
risks and threats.

This paper presents a proposal of a mathematical dynamic
model that can be used to calculate the residual risk for the
whole country and each of its ports regarding maritime security
in real time, by adapting and expanding the formula and proce-
dures established in the ISPS Code to develop a national mar-
itime security assessment, which then shall be basis for the re-
spective national maritime security plan, allowing national au-
thorities to improve maritime situational awareness and adapt to
security changes through a better planning of human, economic
and material resources to deter maritime security threats.

It is structured in the linear form of introduction, followed
by a brief explanation of the ISPS Code, including the PFSA
and respectively the PFSP, as well as cyber-security and mov-
ing next into an explanation of the methodology used and the
presentation of the results. Then, the general discussion is pre-
sented, along with the associated conclusions and recommenda-
tions. Last but not least, future research directions are provided,
including theoretical and practical implications for researchers
and practitioners in the areas of maritime security.

2. Maritime Security and the ISPS Code.

To enable economic stability and commerce, it is neces-
sary to protect the free flow of goods shipped by sea (Coun-
cil of the European Union, 2014; MNE 7,2012; Secretary of
Defense USA., 2012; Swedish Maritime Administration, 2014;
Till, 2009). The shipping system is composed of many au-
tonomous, but interconnected, actors (Swedish Maritime Ad-
ministration, 2012) ranging from small local ship owners to
large international ship operators.

Maritime security is addressed at many levels, from inter-
national bodies such as the United Nations (UN) and the Inter-
national Maritime Organization (IMO) to single ship operators,
but also by both military and civilian organizations. These lev-
els and organizations are interconnected and a security decision
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made by one will affect the others (Liwång et al., 2015; Swedish
Maritime Administration, 2012).

The ISPS Code strictly corresponds to Chapter XI-2 of the
International Convention for the Safety of Life at Sea (SOLAS),
1974 [12] [13] which establishes special measures to enhance
maritime security. It is “the comprehensive set of measures
to enhance the security of ships and port facilities, developed
in response to the perceived threats to ships and port facilities
in the wake of the 9/11 attacks in the United States”, as de-
fined by the IMO (International Maritime Organization, 2012).
It is divided in two sections, part A establishes the mandatory
provisions, while the non-mandatory (“recommended”) part B
provides guidelines about how to comply with the obligatory
requirements of part A.

Under the ISPS Code, “Contracting Governments may iden-
tify a Designated Authority within Government to undertake
their security duties relating to port facilities as set out in chap-
ter XI-2 or part A of (the) Code” (International Maritime Orga-
nization, 2002b). These maritime security duties and responsi-
bilities include ensuring compliance with the maritime security
measures at all ports (where the ISPS Code applies), approval of
the Port Security Assessment (PSA) and Port Facility Security
Assessment (PFSA), as well as the revision, approval and con-
trol of compliance of the Port Security Plan (PSP) and Port Fa-
cility Security Plan (PFSP). The PSP/PFSP shall be based upon
the PSA and the PFSA, managing all security risk related to the
port/port facility and analyses for risk mitigation through the
PSA/PFSA, among others (Nordfjeld Ávila-Zúñiga, A.; Dalak-
lis, 2017).

Under this regulation, the Designated Authority must ver-
ify that port and port-terminal operators (port facilities) hire
properly certified Port Security Officer (PSO) and Port Facil-
ity Security Officer (PFSO) to develop the PSA/PFSA and re-
spective PSP/PFSP, which shall be revised, amended if neces-
sary and approved by the Designated Authority upon imple-
mentation. “Once PSP/PFSP are implemented, the designated
authority is also responsible for conducting inspection to con-
firm that all requirements and measures established in the plan
are implemented at the respective facility. Then and only then,
the Designated Authority may issue the respective Statement
of Compliance (SoC), which shall not exceed a period of five
years” (Nordfjeld Ávila-Zúñiga, 2018). The responsible person
for the continual compliance of the PSP/PFSP is the Port Se-
curity Officer (PSO) or Port Facility Security Officer (PFSO),
including all requirements established in the ISPS Code and re-
flected in the PSP/PFSP as training and certification, exercises,
practices, inspections audits and modifications via formalised
procedures to the plan. In addition, they must attend and re-
spond to security incidents and keep incident security records
updated, which must be considered in the risk evaluation and
integrated into the security plan to achieve a constant reduction
of risks and the continuous improvement of port and maritime
security (Nordfjeld Ávila-Zúñiga, A.; Dalaklis, 2017).

According to the IMO, there are certain types of security
incidents that are considered serious and must be immediately
reported to the Designated Authority and considered for an up-
date of the PFSA/PFSP. These include the following:

• Terror attacks,

• Bomb warnings,

• Hijack,

• Armed robbery against a ship,

• Discovery of other weapons,

• Discovery of explosives,

• Unauthorized access to a restricted area,

• Unauthorized access to the port facility (International Mar-
itime Organization, 2012).

The IMO established three different security levels through
SOLAS Chapter XI-2 and the ISPS Code: Security Level 1
(normal) requires the minimum protective security measures at
all times. Security Level 2, which requires additional protective
security measures for the specific period of time that the risk of
a security incident is present and; Security Level 3, which re-
quires high specific protective security measures and may im-
ply the suspension of commercial operations. Security response
under Level 3 is transferred to the Government or other orga-
nizations responsible for dealing with significant incidents, as
explained by the International Maritime Organization (Interna-
tional Maritime Organization, 2002a; 2012) as cited by (Nord-
fjeld Ávila-Zúñiga, 2018).

According to the research by Cedergren, A. & Tehler (2014),
there is, in risk governance, a need to take into account the ways
in which risk-related decision-making is performed in settings
where many stakeholders are involved, and where these differ-
ent stakeholders may hold diverse meanings of the concept of
central concepts such as risk (Rasmussen, 1985). Therefore, di-
verse aspects related to maritime security risk governance, such
as those indicated by Cedergren & Tehler (2014) and exempli-
fied in Figure 1 below, must be considered in to the NMSA and
respective NMSP.

To understand maritime security challenges, it is necessary
to define plausible, relevant and challenging threats and scenar-
ios. Qualitative aspects to consider when choosing scenarios
include that there should be multiple scenarios to account for
uncertainty and each scenario must be plausible, internally con-
sistent, relevant, and contribute to the analysis (Liwång, 2015).

The existing research in maritime security is limited. How-
ever research, such as Bichou (2008); (Liwång, H.; Ringsberg,
J. W. & Norsell, M. 2013); Liwång, H.; Ringsberg (2013) and
(Psarros , et al. (2011), show that empiric data on the shipping
system as well as on specific incidents is needed to be able to
discuss measures and risk control options. It is also clear from
the previous research on society protection in general, such as
Cedergren & Tehler (2014), and on maritime security specifi-
cally, such as Schneider (2012), that measures are needed on
several different levels of the system (Cordner, 2014).
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Figure 1: Example: maritime security risk governance in the littoral and at open sea, three conceptual levels of abstraction and
four typical stakeholder levels. developed from a generic description of the Swedish risk and vulnerability assessment system by
Cedergren & Tehler (2014) and the hierarchical knowledge representation.

Source: Rasmussen, 1985.

3. The Port Facility Security Assessment (PFSA).

The PSA/PFSA is a risk assessment of security threats re-
lated to the port or port facility. It includes an analysis of
its vulnerabilities and security measures to mitigate such risks,
and it forms the basis for the development and updating of
the PSP/PFSP. Nordfjeld Ávila-Zúñiga, (2018), explained that
among the maritime security measures established by the IMO
is the requirement of a periodical revision/update and improve-
ment of PSA/PFSA taking into consideration changes in secu-
rity threats, changes in the port facility operations, infrastruc-
ture or other relevant subjects and after security incidents. The
Designated Authority shall also determine the frequency for re-
view of approved PSA/PFSA, while common practice is to re-
view them once a year and in the case of some of the following
events: “a) significant security incident at the port/port facility;
b) change in the shipping operations undertaken at the facility;
and or c) change of facility owner or operator” (International
Maritime Organization, 2012).

The IMO establishes certain requirements for the develop-
ment of PSA/PFSA that include the following elements:

1. Identification and evaluation of important assets and in-
frastructure;

2. Identification of possible threats to them and the likeli-
hood of their occurrence;

3. Identification, selection and privatization of countermea-
sures and procedural changes and their level of effective-
ness in reducing vulnerabilities; and

4. Identification of weaknesses, including human factors, in
the infrastructure, policies and procedures” (International
Maritime Organization, 2012).

The PSA/PFSA is built on a six phase assessment:

• Pre-assessment

• Threat assessment

• Impact assessment

• Vulnerability assessment

• Risk scoring

• Risk management

Likewise, with the objective of establishing a standardised
method worldwide and considering security measures at a min-
imum level, the IMO recommends the following formula to
score the risk accurately:
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RISK = THREAT x IMPACT x VULNERABILITY

However, contracting governments to the SOLAS 1974 Con-
vention are free to demand stricter regulations and requirements
for higher security measures than those established by the IMO
(which are considered to a minimum level).

In their previous study, Nordfjeld Ávila-Zúñiga (2018), ex-
plained that “the method suggested by the IMO assigns a score
for the different threat scenarios considering its likelihood of
occurrence if there is/was not security measures or score 1 to
improbable; score 2 to unlikely; score 3 to likely; and score
4 to probable. Concerning the impact, again allocated on spe-
cific criteria, the scores are the following: score 1 to minor; 2
to moderate; 3 to significant and; 4 to substantial. For the as-
sessment of vulnerabilities, targets, strengths, weaknesses, pre-
dictability and vulnerability, among other aspects, are included
in the analysis where factors as countermeasures and mitigat-
ing controls are highly considered, transforming the vulnerabil-
ity assessment into a vulnerability score. The IMO suggest the
following subjective method to allocate a score to vulnerability
regarding the extent of risk management: score 1 to robust and
effective, (for the case where a complete set of countermeasures
is implemented); score 2 to acceptable, (for the case where suf-
ficient countermeasures are implemented to reduce the threat or
security risk to an acceptable level); score 3 to limited, (for the
case where some countermeasures are implemented and); 4 to
none (for the case where none countermeasures or mitigating
controls are implemented)”.

An imaginary example based on this formula can be devel-
oped for the Port of Coatzacoalcos, Mexico, in the Gulf of Mex-
ico: This has been allocated with a Threat Score 3 (considering
the illegal activities of drug organizations, oil theft, piratical
attacks and organized crime in the area). Then it would be allo-
cated an Impact Score of 4 (considering the critical infrastruc-
ture for the energy sector) and a vulnerability of 3 (considering
that some security measures and mitigating controls are imple-
mented to prevent the occurrence of security incidents to certain
extent but not to an acceptable level). Then, the Residual Risk
Score would be 36, equal to 3x4x3.

After common practice, the Residual Risk is classified into
three different categories: “high for a Residual Risk Score of 27
and above; medium for a Residual Risk Score of 8-24 and; low
for a Residual Risk Score of 6 or less” (International Maritime
Organization, 2012). “Threats, impact and vulnerabilities are
carefully analysed during the development of the PSA/PFSA,
in which must also be included the evaluation of necessary se-
curity measures and mitigating controls to reduce the risk to an
acceptable level on a sustainable long term bases. If the result
of a PSA/PFSA is a high Risk Residual Score it shall be evalu-
ated to include further security measures and stricter mitigating
controls; while in the case of a medium Residual Risk Score,
the risk and/or threats shall be monitored continuously. For the
case of a low Residual Risk Score, there is no need for further
security measures” (Nordfjeld Ávila-Zúñiga, 2018).

4. Cybersecurity threats & the PFSA.

Cybersecurity within the maritime context is not limited to
prevent cyber-attacks or stopping hackers from gaining access
to the operational and information systems, but it also includes
protection of digital assets and data, to ensure the continuity of
global trade, while ensuring that the maritime industry has the
capacity to avert external and internal cyber-security-threats.

Maritime cybersecurity has been defined as “the collection
of tools, policies, security concepts, security safeguards, guide-
lines, risk management approaches, actions, training, best prac-
tices, assurance, and technologies used to protect maritime or-
ganizations, their vessels, and their cyber environment by Mis-
sionsecure (2022). According to the IMO (2022), maritime cy-
ber risk refers to “a measure of the extent to which a technology
asset could be threatened by a potential circumstance or event,
which may result in shipping-related operational, safety or se-
curity failures as a consequence of information or systems being
corrupted, lost or compromised”.

Operational Technology (OT) and Information Technology
(IT) are quite different regarding attack outcomes. Missionse-
cure (2022), explained that an attack on IT could lead to data
theft, while an attack on OT could lead to injury or loss of life,
asset damage, or environmental impact. The authors raised con-
cerns about “traditional cybersecurity measures that fail to pro-
tect vessels from cyber-attacks and leave the OT network ex-
posed, falling short on providing the visibility and protection
required for cyber-physical processes underlying in the mar-
itime industry”. The authors highlighted that the complexities
associated with vessels and tankers make them vulnerable to
high-impact attacks that could last for weeks and spread mal-
ware to sister vessels via the corporate network. They prevised
that some of the potential attacks that can cripple a vessel’s op-
erations include the following:

• An attack on an OEM network or third-party supplier that
spreads to their client’s on-vessel OT network,

• An attack on a satellite provider that gains access to a
vessel’s IT/OT network,

• Exploited cyber vulnerabilities that grant access to a ves-
sel’s OT network and provide various attack options, in-
cluding:

– GPS/navigation system attack

– Open/close critical valves

– Propulsion and rudder control

– Ballast control

– Ransomware/Malware

– Gain full administrative privileges Missionsecure -
(2022).

The IMO Maritime Safety Committee (MSC) adopted Res-
olution MSC.428(98) on Maritime Cyber Risk Management in
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Safety Management Systems in June 2017 (International Mar-
itime Organization, 2017). The resolution states that an ap-
proved safety management system should include cyber risk
management in accordance with the objectives and requirements
of the ISM Code, no later than the first annual verification of
a company’s Document of Compliance after 1 January 2021.
From 2021, ship-owners and operators must incorporate cyber
risk into ships’ safety management systems and appoint a Cy-
ber Security Officer (CySO) on board all ships that shall de-
velop the Cyber Security Assessment (CSA) and the respective
Cyber Security Plan (CSP), which is part of the Ship Security
Plan (SSP), developed by the Ship Security Officer (Interna-
tional Maritime Organization, 2017). Cyber-security risks must
also be considered in the PFSA.

5. Research Methodology.

The research methodology of the current study is focused
on adapting the standardised method worldwide, recommended
by the IMO to score the risk accurately and included into the In-
ternational Ship and Port Facility Security Code (ISPS Code),
which is the following: RISK = THREAT x IMPACT x VUL-
NERABILITY

This study proposes to adapt and expand this formula to
include all ports from a respective country, which along with the
necessary programming application can then calculate in real
time the total residual risk for all ports of the selected country,
provided that the security level is properly updated at all times.
The suggested mathematic model is the following:

R = 1
|S |
∑

x∈S TxIxVx

It is necessary to clarify that in the suggested model the
variables are as follows; R means the total residual risk for the
country, while T correspond to Threats, I to Impact and V to
vulnerabilities, while S is the set of ports. Based on this equa-
tion, a relevant information technology program was created
by allocating a variable for each of these factors at each of the
ports, at each of the “imaginary encoded” countries, due to the
fact that information related to threats, impacts and vulnerabil-
ities at ports is commonly classified as highly confidential.

The programme was created and tested with the possibility
to add as many countries as desired and include as many ports
in each of the countries as necessary and then, as many port
terminals at each port as needed. For testing purposes, a number
of five countries was used; each of them associated with three
ports and three respective port facilities/port terminals.

6. Results.

The results for the five “imaginary” countries are presented
in the figures below. Figure 2 indicates the total residual risk for
each of them (A, B, C, D and E) under the column called “av-
erage”, which is the median for the risk of the associated ports
(Port 1, Port 2 and Port 3). These numbers at a country level
are also presented in Figure 3, in pie chart format to see it from
a general risk comparative perspective. As mentioned before,

the programme was developed and tested with the possibility to
add as many countries as desired and as many ports in each of
the countries as necessary and then, as many port terminals at
each port as needed. However, for testing purposes, the num-
ber of countries was limited to five with three ports and three
respective port facilities/port terminals for each of them.

Figure 2: Residual Risk for countries maritime security.

Source: Authors.

Figure 3: Residual risk for countries represented in percent.

Source: Authors.

Figure 2 shows the part of risk for each country in per-
cent, in a scenario where the world is represented with only five
countries. The figure 2 and 3 presenting the residual risk for
country-level is followed by figures 4, 5, 6, 7 and 8, in which by
allocating an “imaginary” value to variables T (Threats), I (Im-
pact) and N (vulnerabilities) for the respective terminal (Termi-
nal1, Terminal 2 and Terminal 3), it is possible to calculate the
residual risk for the respective facilities, which then are used to
calculate the residual risk for the whole port (Port 1, Port 2 and
Port 3).

As mentioned before, the Residual Risk is classified into
three different categories: “high for a Residual Risk Score of 27
and above; medium for a Residual Risk Score of 8-24 and; low
for a Residual Risk Score of 6 or less” (International Maritime
Organization, 2012). Thus, in our model we used the red colour
to illustrate countries, ports and terminals with a high residual
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risk, yellow to demonstrate medium and green for a low level.

Figure 4: Residual Risk for Ports and terminals of Country A.

Source: Authors.

Figure 5: Residual Risk for Ports and Terminals of Country B.

Source: Authors.

Figure 6: Residual Risk for Ports and Terminals of Country C.

Source: Authors.

Figure 7: Residual Risk for Ports and Terminals of Country D.

Source: Authors.

Figure 8: Residual Risk for Ports and Terminals of Country E.

Source: Authors.

As explained before, this model provides an overview of the
residual risk both at national level and at each port, which would
allow the concerned authorities to improve situational aware-
ness adapting to security changes through a better planning of
human, economic and material resources to deter maritime se-
curity threats. For example, in the case of A and B, the aspects
and countermeasures established in ports 2 and 3 (which have
a really low risk level), respectively should be assessed to eval-
uate if some human and material resources as sea patrols could
be moved to port 1 to reduce the risk from medium to low level.
Another example is country E, where resources for countermea-
sures in port 3, with a residual risk of 1 should be evaluated for
rotation to port 2, which reports a quite high risk with signifi-
cant security threats. Likewise country D, where Port 3 presents
a very high residual risk level (with three terminals in red, figure
9 below) countermeasures should urgently be implemented.

Figure 9: Risk analysis for country D in pie chart.

Source: Authors.
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7. Discussing the Swedish Perspective.

Sweden is here used an example of the role of Residual Risk
for maritime security could play in the maritime security risk
governance for a nation.

In Sweden, the public debate regarding maritime security
has mostly been limited to piracy off Somalia and legal aspects
of armed guards on ships, two issues with little relevance for
maritime security in European waters. However, outside the
public eye there have also been specific studies, analyses and
exercises initiated by Swedish government agencies such as the
Swedish Maritime Administration (Swedish Maritime Admin-
istration, 2006), the Swedish Radiation Safety Authority (the
exercise Pilot 2015) and the Swedish Armed Forces (a staff ex-
ercise regarding maritime security 2016) and academic studies
(see for example University of Helsinki, 2009).

These exercises typically deal with a single terrorist attack
against a ship under the Swedish flag and includes several orga-
nizations and government agencies. However, it does not repre-
sent a complete maritime security system perspective based on
the nation’s maritime strategic security needs.

Moreover, to reduce the identified challenges there is a need
for a systems approach that examines different aspects and lev-
els of the maritime security system and how the system delivers
utility to a nation or region. A nation’s maritime administra-
tion has a central role to play and to fully comply this role it
is necessary that they have a clear national maritime security
strategy, according to a national maritime security assessment,
followed by a national maritime security plan, since also other
stake holders take decisions that greatly affect maritime secu-
rity. Such stake holders include ship operators as well as law
enforcement agencies that both lack a system level knowledge.
This aspect presents specific challenges for the region, nation,
and organization responsible for ensuring sufficient maritime
security. It also means that the focus is on a nation’s (or set of
nations and nations’ international cooperation) capabilities and
efforts needed.

Several Swedish studies have indicated a need for strength-
ening national transport coordination in response to crises, both
as a result of a disruption of the transport system itself (Mötes-
plats Transporter, 2009; Samverkansområdet Transporter, 2007;
Swedish Civil Contingencies Agency, 2014; Swedish Maritime
Administration, 2012), but also to avoid that a crisis in other ar-
eas and sectors affect the transport system (Samverkansområdet
Transporter 2007; Swedish Civil Contingencies Agency, 2014;
Swedish Maritime Administration, 2013 and 2014). However,
specific Swedish efforts for maritime security are hard to iden-
tify.

Previously to this study, the authors intended to develop an
analysis over the current status of maritime security in Sweden.
Public official and updated maritime security incident statistics
is not readily available. Several institutions were contacted
to collect data, finding at first glance that there is a signifi-
cant lack of awareness and knowledge about types of security
incidents versus safety accidents or the so-called safety near-
misses. Therefore, there is very little evidence of that, and how,
the Swedish government agencies implement and enforce mar-

itime security (other than administrative tasks in relation to the
ISPS Code) according to Figure 1.

Maritime security threats such as the following, among oth-
ers, must be considered for the case of Sweden:

1. Transnational organized crime on board ferry traffic be-
tween Sweden and Finland

2. Weapons smuggling from the Baltic
3. Drug smuggling from the Baltic
4. Fishing disputes
5. Violation of Swedish waters

Given today’s agency structure and responsibility, a risk
governance approach is needed and the maritime security ef-
forts need to be further developed and coordinated. Such coor-
dination could efficiently by achieved through a national mar-
itime security assessment (NMSA) and the respective develop-
ment of a national maritime security plan (NMSP).

Only with a systematic description and understanding of the
maritime security system as a whole and at a national level
can the performance of the different stakeholders be assessed
in relation to their duties and coordination of response to a
serious maritime security threat. Therefore, there is a need
for an enhanced knowledge on how different stakeholders can
strengthen the maritime security system establishing clear du-
ties and responsibilities, including information sharing in the
NMSP, which must consider all threat scenarios and deterrence
actions evaluated in the NMSA.

Conclusions and recommendations.

1. As a result of the risk-based approach of ISPS Code im-
plementation and enforcement applied at port facility and
ship level, it would be extremely beneficial to further de-
velop it to a countrywide level by applying a national and
holistic approach to improve not only the assessment of
security risks but also manage human, economic and ma-
terial resources in relation to the identified maritime se-
curity threats.

2. The mathematical dynamic model proposed in this paper
can provide an effective tool to administer maritime secu-
rity at the national level, since it calculates in real time the
residual risk for the whole country and each of its ports
by adapting and expanding the formula and procedures
established in the ISPS Code.

3. Due to the fact that the ISPS Code and related instru-
ments have already been implemented by contracting gov-
ernments to the SOLAS 1974 Convention at all their mar-
itime ports (on the minimum on those that serve interna-
tional trade needs), the proposed model could facilitate
the use of this quantitative solution to administer mar-
itime security risks on a national basis and build the con-
sequent national maritime security plan, which would al-
low the national authorities to improve situational aware-
ness and adapt to security changes through a better plan-
ning.
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4. The implementation of this model along with the neces-
sary programming application is recommended as very
suitable to manage maritime security at a national level,
considering that this methodology is relatively easy to
implement and it could considerably strengthen robust-
ness in maritime and national security.

5. An extended version of this model could also be used by
the IMO – perhaps through its Global Integrated Ship-
ping Information System (GISIS) – as a way to keep
an overview of the general risk at each of its member
states (running the model at a country level), assuming
that states share with IMO their NMSA and keep these
updated at all times.

Future research direction and recommendations.

Future research directions could include the adaptation, de-
velopment and implementation of the ISPS Code procedures to
cover critical infrastructure inland to expand this national mar-
itime security assessment to a general national security assess-
ment.
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Nordfjeld Ávila-Zúñiga, A.; Dalaklis, D. (2017). Enhanc-
ing maritime security in Mexico: Privatization, militarization or
a combination of both? In P. Chaumette (Ed.), Economic chal-
lenge and new maritime risks management: What blue growth?
(pp. 81–101). Gomylex.

Nordfjeld Avila-Zúñiga, A. (2018). Building a National
Maritime Security Policy. World Maritime University. WMU
Research Report Series. https://commons.wmu.se/phd disserta-
tions/11/.
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